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Abstract— Web based online social networks (WBOSN’s) are 
online group of peoples where online user can establish 
relationship with each other and share information and 
resources across the web with other online and offline users. 
With the dramatic increase of online users on social network 
websites, the need to assist users to manage  their large 
number of online contacts as well as providing privacy 
protection become more and more difficult. These social 
network users may share sensitive and personal information 
with large number of online known and unknown users. 
Providing the security to online shared personal and sensitive 
information is very hard. Current social networking sites not 
provide any mechanism to privacy concerns over data related 
to multiple users. This paper we have a tendency to going 
study regarding different methods used by different authors.   
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INTRODUCTION 
Social networks are of significant importance in 

various application domains such as marketing, psychology, 
and epidemiology and homeland security. Social networks 
often contain some private information about individuals as 
well as their sensitive relationships. We define an online 
social network to be a system where (a) users are first class 
entities with a semi-public profile, (b) users can create 
explicit web links to other users or content items, and (c) 
users can navigate the social network by browsing the links 
and profiles of other online social users. 

Online social networks having a number of many 
purposes. First, online social networks are used to maintain 
and to make new social connections. The online social 
network sites allow online social users to communicating 
with other online users who are already a part of their 
extended social network. Second, online social networks 
are used by each online user to upload her own information 
and contents. The information shared often varies from 
social site to another social site, and sometimes is only the 
user’s profile information itself. Third, online social 
networks are used to find old and new online users, 
interesting information and content by filtering the search 
criteria in the social network. Online Social Network 
provides each online user with a virtual space containing 
profile information, a list of the online user’s friends, and 
Web Pages which are related to online users, such as orkut, 
where online users and friends can post content and send 
messages to other user. A online social network users 
profile having information with respect to the users birthday, 
gender, interests, education, and work history, mobile 

number, home address. In addition, online social users can 
not only upload content into their own or others spaces but 
also tag other users who appear in the content. Each tag is 
an explicit reference that links to a user’s space. 

Online Social Networks currently provide simple 
access control mechanisms for users to control the 
information shared in the online space. For example, when 
a online user uploads a video and tags friends who appear 
in the video, the tagged online friends cannot modify the 
privacy setting because owner of video having full access 
over the uploaded content. 

Following figure depicts an example of multiparty 
social network representation. It describes relationships of 
five online users, Sandip (A), Yogesh (B), Nitin (C), Aatish 
(D), and Jayant (E), along with their relations with data and 
their groups of interest. Note that two online users may be 
directly connected by more than one edge labelled with 
different relationship types in the relationship network. For 
example, in above Figure, Sandip (A) has a direct 
relationship of type colleague Of with Yogesh (B), whereas 
Yogesh (B) has a relationship of friend Of with Sandip (A). 
In addition, two online users may have transitive 
relationship, such as Friend Of friend, colleagues-of-
colleagues and classmates-of-classmates (LOL) in this 
example. This example shows that some data items have 
multiple controllers. For instance, Relationship A has two 
controllers: the owner, Sandip (A), and a stakeholder, Nitin 
(C). Also, some users may be the controllers of multiple 
data items. 

For example, Nitin (C) is a stakeholder of 
Relationship A as well as the contributor of Content E. 
Furthermore, we can notice there are two groups in this 
example that users can participate in: the Fashion group and 
the Hiking group, and some users, such as Yogesh (B) and 
Aatish (D), may join in multiple groups. 

Figure 1:- An example of multiparty social network 

representation. 
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LITERATURE REVIEW 

a. Identifying hidden social circles for advanced 
privacy configuration 

With the dramatic increase of users on social network 
websites, the needs to assist users to manage their large 
number of contacts as well as providing privacy protection 
become more and more evident. Unfortunately, limited 
tools are available to address such needs and reduce users 
workload on managing their social relationships. To tackle 
this issue, author propose an approach to facilitate online 
social network users to group their contacts into social 
circles with common interests. Further ,author leverage the 
social group practice to automate the privacy setting 
process for users who add new contacts or upload new data 
items. Author evaluate his approach using real-world data 
collected through a user study. Author also includes an 
analysis of the properties that are most critical for privacy 
related decisions. 

In this paper, author proposed an approach which helps 
users in managing their social network contacts into 
relevant groups automatically, and also helps users set up 
their privacy policies automatically for their uploaded 
content. Organizing 
contacts into groups helps users set privacy settings for 
newly added content or new contacts joining their social 
circles. 
 

b. A Privacy Preservation Model for Facebook-
Style Social Network Systems 

Recent years have seen unprecedented growth in the 
popularity of social network systems, with Facebook being 
an archetypical example. The access control paradigm 
behind the privacy preservation mechanism of Facebook is 
distinctly different from such existing access control 
paradigms as Discretionary Access Control, Role-Based 
Access Control, Capability Systems, and Trust 
Management Systems. 

Authors work takes a first step in deepening the 
understanding of this access control paradigm, by proposing 
an access control model that formalizes and generalizes the 
privacy preservation mechanism of Facebook. The model 
can be instantiated into a family of Facebook-style social 
network systems, each with a recognizably different access 
control mechanism, so that Facebook is but one 
instantiation of the 
model. 

Author also demonstrate that the model can be 
instantiated to express policies that are not currently 
supported by Facebook but possess rich and natural social 
significance. This work thus delineates the design space of 
privacy preservation mechanisms for Facebook-style social 
network systems, and lays out a formal framework for 
policy analysis in these systems. Author formalized the 
distinct access control paradigm behind the Facebook 
privacy preservation mechanism into an access control 
model, which delineates the design space of protection 
mechanisms under this paradigm of access control. Author 
also demonstrated how the model can be instantiated to 
express access control policies that possess rich and natural 
social significance. 

PROPOSED WORK 

 
Figure 2:- Overall Architecture Of Socialcontroller 

Application 
 The architecture of Socialcontroller, which is 
divided into two major parts: social server and application 
server. Firstly the social server provides an entry point via 
the social web application page, and provides references to 
photos of online users, friendships between two online 
social users, and feed data through API calls. A social 
server takes inputs from online social users, and then gives 
the input to the application server. 
 The given application server is responsible for the 
input processing and collaborative management of shared 
online contents and users information. Information related 
to user data such as user identification, friend lists of online 
social user, user groups in the social network, and user 
contents are stored in the application database. When access 
requests are made to the decision-making portion in the 
application server, results are returned in the form of access 
to photos or proper information about access to photos. 

In addition, when privacy changes are made, the 
decision making portion returns change-impact information 
to the interface to alert the user. Moreover, analysis services 
in Socialcontroller application are provided by 
implementing an ASP translator, which communicates with 
an ASP reasoner. 

Users can analysis services to perform complicated 
authorization requests. The main component of 
Socialcontroller is the decision-making module, which 
takes the access requests and returns responses in the form 
of either permit or deny for the requests. To calculate an 
access request, the policies of each controller of the targeted 
content are enforced first to generate a decision for the 
controller. 
 Then, the decisions of all controllers are 
aggregated to yield a final decision as the response of the 
request. Multiparty privacy conflicts are resolved based on 
the configured conflict resolution mechanism when 
aggregating the decisions of controllers. If the owner of the 
content chooses automatic conflict resolution, the 
aggregated sensitivity value is utilized as a threshold for 
decision making. 
 
Privacy setup on social networking sites 
 Social network sites work to strengthen privacy 
settings. Facebook, orkut, linked-in, twitter are limit 
privacy as part of their default settings. It’s important for 
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users to go into their user settings to edit their privacy 
options. 
 These sites like Facebook, orkut, linked-in, twitter 
give online users the option to not display personal 
information such as home address, birth date, email, phone 
number, and employment status. For those who choose to 
include this material, Facebook allow users to restrict 
access to their profile to only allow those who they accept 
as “friends” to view their profile. But even this level of 
security cannot prevent one of those friends from saving a 
photo to their own computer and posting it elsewhere. 
However, still fewer social networking site users have 
limited their profiles. 
 For those who choose to include this contents, 
Facebook, linked-in, twitter allow users to restrict access to 
their profile to only allow those who they accept as 
“friends” to view their profile information and contents. But 
even this level of security cannot prevent one of those 
friends from saving a photo to their own computer and 
posting it elsewhere. However, still fewer social networking 
site users have limited their profiles. 
 It is vital that all social networking sites users 
restrict Access to their profiles, not post information of 
illegal or policy-violating actions to their profiles, and be 
cautious with 
The information they make available. 
 
Comparison between two existing OSN  

 Facebook Linked-in

Cryptosystem Proxy encryption PKC/ABE

Autonomy Facebook managed 

by system 

manager; Proxy 

Encryption 

by application 

proxy 

Linked-in 

managed by 

system 

manager; ABE 

managed by 

group creator

Independence Yes Yes 
Collaboration No No 
Anonymous 

authentication 
No No 

Revocation No No 
Integrity checking Yes Yes 
Relationship 

transitive 

No No 

Post message 

encryption 
Yes Yes 

 
Security 
 Social network providers are the security issue of 
user’s data. Users share personal data on social networks 
without being fully aware of the consequences. An 
individual’s context in the social network can be used to 
extract sensitive information. Using the context to extract 
information can be achieved through social phishing. From 
the security perspective, a social network can be treated as a 
graph and it is manipulated in some ways to hide the 
information. Facebook, Twitter, Google+, YouTube, 
Pinterest, LinkedIn and other social networks have become 
an integral part of online lives. Social networks are a great 

way to stay connected with others, but you should be wary 
about how much personal information you post. 

Privacy and security settings exist for a reason: Learn 
about and use the privacy and security settings on social 
networks. They are there to help you control who sees what 
you post and manage your online experience in a positive 
way. 
    Once posted, always posted: Protect your reputation on 
social networks. What you post online stays online. Think 
twice before posting pictures you wouldn’t want your 
parents or future employers to see. Recent research found 
that 70% of job recruiters rejected candidates based on 
information they found online. 
    Your online reputation can be a good thing:  Recent 
research also found that recruiters respond to a strong, 
positive personal brand online. So show your smarts, 
thoughtfulness, and mastery of the environment. 
    Keep personal info personal: Be cautious about how 
much personal information you provide on social 
networking sites. The more information you post, the easier 
it may be for a hacker or someone else to use that 
information to steal your identity, access your data, or 
commit other crimes such as stalking. 
    Know and manage your friends: Social networks can be 
used for a variety of purposes. Some of the fun is creating a 
large pool of friends from many aspects of your life. That 
doesn’t mean all friends are created equal. Use tools to 
manage the information you share with friends in different 
groups or even have multiple online pages. If you’re trying 
to create a public persona as a blogger or expert, create an 
open profile or a “fan” page that encourages broad 
participation and limits personal information. Use your 
personal profile to keep your real friends (the ones you 
know trust) more synched up with your daily life. 
    Be honest if you’re uncomfortable: If a friend posts 
something about you that makes you uncomfortable or you 
think is inappropriate, let them know. Likewise, stay open-
minded if a friend approaches you because something 
you’ve posted makes him or her uncomfortable. People 
have different tolerances for how much the world knows 
about them respect those differences.  
    Know what action to take: If someone is harassing or 
threatening you, remove them from your friends list, block 
them, and report them to the site administrator. 
 
Protect Yourself with these STOP. THINK. CONNECT. 
Tips: 
    Keep a clean machine: Having the latest security 
software, web browser, and operating system are the best 
defences against viruses, malware, and other online threats. 
    Own your online presence: When applicable, set the 
privacy and security settings on websites to your comfort 
level for information sharing. It’s ok to limit how you share 
information. 
    Make passwords long and strong: Combine capital and 
lowercase letters with numbers and symbols to create a 
more secure password. 
    Unique account, unique password: Separate passwords 
for every account helps to thwart cybercriminals. 
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    When in doubt, throw it out: Links in email, tweets, posts, 
and online advertising are often the way cybercriminals 
compromise your computer. If it looks suspicious, even if 
you know the source, it’s best to delete or if appropriate, 
mark as junk email. 
 
   Time Spent on Social Networking Site 

 
 

CONCLUSION 
 The importance of online social networks sites to 
human social development cannot be over emphasized, this 
is because online social networks sites allowed people to 
interact to each other freely, conduct businesses and above 
all serve as a medium of scholarly information seeking and 
dissemination as well, despite the issues of privacy and 
security conscious. 
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